)

)

Rack

Host Name Role IP Address Function Responsible |Function Responsible
01 BPD Boundary Protection 10.90. HardwareA B Opecation Lk
Serviceability DAC Configuration GIX
H 5 i j
01 NSARNSECNIDS Intrusion Detection 10.90. ardware DAG Operation GIX
Serviceability DAC Configuration GIX
of NSARNDC1 Global Catalog 10.90. riardiere DAC  tOperslich DAC
Serviceability DAC Configuration DAC
o1 NSARNDC2 Domain Controller 10.90. Hehware BAG . 1Opeition 2l
Serviceability DAC Configuration DAC
o1 NSARNRAS Remote Access Server il OAG . 1Opention NOT INUSE
Serviceability DAC Configuration NOT IN USE
02 E
02 NSARNSVIMAR 10.90. | andware DAC __|Operation DAC
: Serviceability DAC Configuration DAC
02 NSARNSVA2 File Server 10.90. sl DAC. ..} Operelion RAGInd
Serviceability DAC Configuration DAC/A2
02 NSARNFS3 File Server 10.90. it DO - JOpetetion 2
Serviceability DAC Configuration DAC
) Hard! il
02 NSARNFS2 File Server 10.90. it DG | ORORICD. i
Serviceability DAC Configuration DAC
02 . NSARNFS1 File Server 10.90. il DAC _ |OpUton Eve.
Serviceability DAC Configuration DAC
Har i
03 NSARNDC3 \W2K3 Domain Controller ki DAG . jOpcrlon: SNIERER AT
Serviceability DAC Configuration ENTERPRISE ADMINS
. Hard io
03 NSARNEMSSDE ~ | Service Desk Express | 10.90. g e Oparaien SO N A RN
Serviceability DAC Configuration SHAPE
Hardware i
03 | NSARNSVEXCHCLN2 | Cluster Configuration | 10.90. okt DAC __jQpetation Dec
Serviceability DAC Configuration SHAPE
Hardware i
03 |NSARNSVEXCHCLN1 | Cluster Configuration | 10.90. ol D0 i, fe
Serviceability DAC Configuration SHAPE
NSARNSVEXCH1 Exchange 2003 Virtual 10.90. ? DAC ? ‘DAC
g Domain Controler Hardware DAC Operation ENTERPRISE ADMINS
0 NSA A : ; 10.90.
. e ais.nato.int Serviceability DAC Configuration ENTERPRISE ADMINS
Hardware D. i DA
03 | NSARNSVWSUS |Windows Update Server | 10.90. il AG__{Cperation, °
Serviceability DAC Configuration DAC
Hardware i
03 NSARNSVEXCH Mail Server EXCH5.5 |  10.90. L) gac
Serviceability DAC Configuration DAC
& Hardware DA tion 1KM
03 NSARNSVWEB Web Server 10.90. L C___Operih ( )
Serviceability DAC Configuration 1KM ( )
Hardware DAC Operation DAC
NSARNSVBUP Backup Serv: 10.90.
o i Serviceability DAC Configuration DAC
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04 NSARNSVTTRK1 Workflow Managgment 10.90. Hardware DAC Operation IKM ( )
Server CC-Air Serviceability DAC |Configuration IKM ( )
04 | NSARNSVCLIN1 DHS SQL Node 1 10.90. Harive DR |ppermtion L )
Serviceability DAC Configuration IKM ( )
04 | NSARNSVCLIN2 DHS SQL Node 2 10.90. Ranhvare DAL .| Dpenaiion L )
Serviceability DAC Configuration IKIM ( )
NSARNSVCL1 DHS SQL Cluster 10.90. 4 o1 DAC ? IKM ( )
NSARNSVCL1SQL1 DHS SQL Virtual 10.90. ? DAC ? IKM ( )
04 NSARNSVWEB3 DHS WEB1 10.90. Daotware o ShA )
Serviceability DAC Configuration 1KM ( )
04 | NSARNSVWEB4 DHS WEB2 10.90. Hertie DAG . {opergion LM )
- ) Serviceability DAC Configuration IKM ( )
NSARNSVVNLB Load Balancing WEB 10.90. 2 DAC 7 DAC
04 NSARNSVIDX DHS INDEX Server | 10.90. Hase L __{Casiion LK )
Serviceability DAC Configuration IKM ( )
04 NSARNSVBICC BICC 10.90, Hardware DAC Operation DAC/A2
Serviceability DAC Configuration DAC/A2
04 NSARNEMSSQL SQL EMS 10.90. Hardwere DAC,__ i Cperadon 2
¢ Serviceability DAC Configuration DAC .
Hard i
04 | NSARNEMSSMS SMS 10.90. o AG _\Opelicn DA
Serviceability DAC Configuration SHAPE
o NSARNEM SMOM MOM 10.90. Hardware DAC Operation DAC
Serviceability DAC Configuration SHAPE
04 | NSARNEMSMAGIC Magic old 10.90. piaecwarn DAG __jopersion Dac
Serviceability DAC Configuration SHAPE
H =
04 NSARNSVSQL2 SQL Workflow 10.90. il 20D . JOPOEn, gan e
Serviceability DAC Configuration DAC/A6
05
05
H : i
05 NSARNSVSQLA SQL Server ardware DAC Operation : DAC
Serviceability DAC Configuration DAC
05 NSARNSVPR2 Print Server it PO ora 260
Serviceability DAC Configuration DAC
Hard! i
05 NSARNSVAPR1 Print Server A BAC __JOpecsiion: DAC
Serviceability DAC Configuration DAC
: Hardwar i
05 NSARNSVEPO Epolicy Server il DAG Operation - 080
Serviceability DAC Configuration DAC
. Hardware A i DAC
06 NSARNEVA EVA Appliance b B0 e JOPEEEIGH,
Serviceability DAC Configuration DAC
Hardware DAA Operation DAA
i i ICC V-lan 10.90.
e CommIsiont o6 gerverd ) Serviceability DAA Configuration DAA
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18 aimorth-niris NIRIS Server (ICC V-lan)|  10.90. :ard-warz“ gx gpe:’“"t_ g:z :
erviceabnllity onfiguration B ] .
; - Beider NATO :
18 NSARNSVITC ITC Server 10.90. :a'd_war:rty 522 gpe;a"mf : gi':
erviceabill onfiguration
i Hardware DAA Operation DAA N ATO U N C LAS S I F I E D
= i g s - Lk R Serviceability DAA Configuration DAA
oom CO1 ns-niris NIRIS Server (NS V-lan) | 10.90. o DA __Jloporiion DAA Bei der deutschen Justiz:
Serviceability DAA Configuration DAA
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GEHEIM
amtlich geheimgehalten

INTERNAL NIRIS

MAIN NIRIS UNTIL CUT OVER TO 70

S P LR e T R BT
(2RI SEAAS 53

Server Model

~ Netra X4200 _

Operating System

Solaris 10 NISP 3.5

Host ID

063d7

Ethernet address

0:21:28:3a:6e

NISP BUILD

Host Name

T nsint6niris021

IP Address

10.96.

Netmask

255.255.255. -

Router IP-Gateway

10.96.

WAN _

oreaseais

Domain Name

ais.nato.int

DNS

10.96. ~ /10.96.

Usernames

e Ve,
swords
S

root

k 4fICCws

EEPROM

admin

021 admin

LDAP proxy

021_ldap

GEHEIM
amtlich geheimgehalten
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niris 021 niris
Userna 123icc
NIRIS NIRIS 3.5

Server Model

SunOracIe %4200

Router IP-Gateway

Operating System Solaris 10 NISP 3.6

Host ID 31ccab

Ethernet address .10:21:28:3a:6e

) rLjf_)_{ =AS HL,LJ || i e

Host Name nsext5niris070

IP Address 10.96.

Netmask 255.256.255.
10.96.
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GEHEIM —

amtlich geheimgehalter

ggm 0



- GEHEIM
amtlich geheimgehalten
Domain Name ais.nato.int
DNS 10.96. /10.96.
Usernames |Passwords
root 4fICCws
EEPROM
admin 070 admin
LDAP proxy 070 Idap
niris 070 niris

Usernames

Nlﬁus' NIRIS 3.5
JAVA JAVA 16.0 23
{s ul e T “‘ s e A58
NIC conf uratlon 1GB Full Du Iex
ISAF NIRIS LAN
; : A (virtual server on 10.96.
Server Build Information /Rm C20)
Software Version NIRIS 3.5 .
Operating System NISP 3.6
Server Model ESXI 4.1
Host Name nsext5niris072
GEHEIM

amtlich geheimgehaiien’

Bei der NATO : offen
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GEHEIM —
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GEHEIM

_amtlich geheimgehalten
’ Domain Name ais.nato.int
LDAP Domain Name ais.nato.int
IP Address 10.96.
Netmask 255.255.255.
Broadcast
Router IP 10.96.
Host ID
Ethernet address
Usernames Passwords
root letmein@BMD
LDAP proxy password ldap 072
accounts by username icc123
roles :
-assume role admin admin 072
assume role niris niris 072
WAN GUI
niris niris 072
GEHEIM

2mtlich geheimgehalten’
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server descrlpt|on here

GEHEIM
amtllch gehemgehalten

|___Server Build Information_

R e S g g S R
meapetglsi e

Server Model

X4170

Operating System NISP 3.6
Host ID
Ethernet address
SR ENISPIBUIEDE S s el G S
Host Name nsintBicc006
IP Address 10.96.
Netmask 255.255 255.
Router IP-Gateway 10.96.

T e AVANG
Domain Name

,3_' £

_ Option: Case3
ais.nato.int

DNS

1096 /1096

0racle109 TWO TASK

RAMSTEIN ICC10

Local Agency RAMSTEIN
U es __Passwords
root 4fICCws
EEPROM vegas
LDAP proxy 006 Idap

Admn 006 admin
ICC 006 icc
Tomcat 006 tomcat
GEHEIM

amtlich geheimgehalten

Bei der NATO : offen

Bei der deutschen Justiz:
GEHEIM —
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GEHEIM

amtlich geheimgehalten’

oracle

oracle 10g sys

006_manager10

oracle 10g TNS

006 manager10

COSlI

JTS

niCCLink

Tomcat

JCHAT

JAVA

Full Duplex

NIC configurat

—

GEHEIM

ich geheimgehaiten '
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€imgehajter

amtlich geh

Server Build Information

~~__NIRISICS

Server Model

SUN NETRA 240

)

Bei der NATO : offen

Bei der deutschen Justiz:

ServersE GEHEIM —
Server Moc 3 mmtlich geheimgehalten

Operating ' _

Host ID

Ethernet address

NISP BUILD

Host Name

IP Address

Netmask

Router IP-Gateway

WAN

Domain Name

DNS

Oracle 10g TWO TASK

Local Agency

Usernames

root

EEPROM

admin

LDAP proxy

niris

Host Name NIRIS-ICS
Domain Name AIRN.ICC.NATO.INT
Oracle 9i TWO TASK
Local Agency
IP Address 10.90.
10.90. FUecCcl
Netmask - 255 255.255.
Router IP 10.90.
Host ID 84C3C1
Ethernet address
_ Usernames | = Passwords
root icc root
admin ics4admin
niris ics4niris
~ WANTool users
G
amtlichy - HEIM

ICC

gehEierhalfnn“



) - GEHEIM

‘amtlich geheimgehalten’
niris niris
npc icc_npc
caoc2 caoc2 ics

Network adaptor config

Bei der NATO : offen
Bei der deutschen Justiz:
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amtlich geheimgehalten
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GEHEIM }
amtlich geheimgehaiten

Tomcat

oracle

oracle 10g sys

oracle 10g TNS

COosSI

Usernames

VARE: e

iICC

NIRIS

FAST

JTS

nICCLink

Tomcat

JCHAT

JAVA

Scripts

NIC conﬁ:cj‘u—;ation

Exceed

NATO Time Server sync




SR )

. GEHEIM _ '
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amtlich geheimgehalten
ais.nato.int
10.96.  /10.96.
T AfICC
' GEHEIM e o
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/ e GEHEIM / |
amtlich geheimgehalten |
Bei der NATO : offen
- Bei der deutschen Justiz:
GEHEIM —
' amtlich geheimgehalter
. 123icE _
1 GB Full Duplex
DHS Air C2IS Files worth keeping: Exceed Port activation files
DHS Air C2IS Files worth keeping: TOP—lNTP time server setup
GEHEIM | o

amtlich gﬂheimgeha‘tan LY.
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) GEHEIM

amtlich geheimgehalten

ITC

Server Buildinformation. | ~ . - @me .~

Software Version

Win Server 2003

Operating System

Win Server 2003

Server Model

Host Name

NSARNSVITC

_ Oracle TWO_TASK

ramstein itc

Domain Name

AlS

LDAP Domain Name .

AlS

Local Agency

RAMSTEINITC

IP Address

10.96.

Netmask

255.255.

Router IP

10.90.

Host ID

Ethernet address _

5L
e
g

"~ Passwords

Admlnlstrator

PasswordO1

EEPROM

LDAP proxy password

accounts by username

GEHEIM
amtlich geheimgehalten

Bei der NATO ; offen
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) GEHEIM

amtlich geheimgehalten )
admin Bei der NATO : offen
icc : Bei der deutschen Justiz:
oracle Redirected to Server
oracle 9i sys GEHEIM -
oracle 9i TNS amtlich geheimgehalten
Server Build Information | SHIRG
Software Version ICC2.7.3
Operating System Solaris 10

Server Model SUN Netra V240 ( NS-NIRIS back up)

Host Name NSARNSVITC
Oracle TWO TASK ramstein itc
Domain Name

d07.ais.nato.int
d07.ais.nato.int

LDAP Domain Name

Local Agency RAMSTEINITC
IP Address 10.90. _ ;
Netmask 255.255. ' o
Router IP 10.90. "
Host ID 84CD03 | -
| o
GEHEIM _

amtlich geheimgehalten



~ GEHEIM
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Ethernet address

0:14:4f.CD:3:48

f:',;".&-,:—'i ',‘2";_,:{»;.:. ‘»‘"'ﬁ‘“’ g 9t 2 o, Wttt
SrUsernames. - il Eetd

~ Passwords =

root 4fICCws
EEPROM vegas
LDAP proxy password itc_root

accounts by username

1234icc

itc adrﬁin |

admin
icc itc_icc
oracle itcmanager
oracle 9i sys itcmanager
oracle 9i TNS itcmanager

Network adaptor config

GEHEIM

amtlich geheimgehaiten
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GEHEIM
J amtlich geheimgehalten )

Bei der NATO : offen

Server Model HP Proliant DL 380 G4 Bei der deutschen Justiz:
Operating System Win Server 2003 , GEHEIM -
Host ID . .
Efhernet address - ' amtlich geheimgehalten
_ ID: SV02053° '
Host Name nsint6itc019
IP Address - 10.96.
- {Netmask 255.258.255. |
Router IP-Gateway , 10.96.
WAN e pleasel o o
Domain Name ais.nato.int
DNS . 10.96. /10.96.
Oracle 10g TWO TASK . ramstein icc
|{Local Agency RAMSTEINITC
Username Passwords
root
EEPROM _
Administrator Password01
LDAP proxy ' 1
niris :
GEHEIM o | | . e

amtlich geheimgehaiten
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IcC ‘ | Bei der NATO : offen
Tomcat Bei der deutschen Justiz:

oracle

oracle 9i.sys | | GEHEIM —

|cosi

|oracle 9i TNS amtlich geheimgehalten

Usernames . ' _123icc

Ba%

IcC

NIRIS

FAST

JTS

nICCLink

Tomcat

JCHAT

- [JAVA

Scripts

NIC configuration: . |1GBFull Dupléx

Exceed _ DHS Air C2IS Files worth keeping: Exceed Port activation files

NATO Time Server sync DHS Air C2IS Files worth keeping: TOP-NTP time server setup

GEHEIM N
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GEHEIM

) amtlich geheimgehalten
Server Build Information |CC 2.8.2 | ALTBMD
ICC Software Versmn ICC 2.8.2
NIRIS Software Version NIRIS 3.4
Operating System Solaris 10

Bei der NATO : offen

- Bei der deutschen Justiz:

GEHEIM —
amtlich geheimgehalten

Server Model

SUN Netra V240 ( NS-NIRIS back up)

Host Name

ICC282Ramstein

Domain Name

airn.icc.nato.int

LDAP Domain Name

airn.icc.nato.int

Local Agency’

RAMSTEIN

Oracle TWO TASK

RAMSTEIN_ICC10

NS LAN /IP Address 10.90.
Netmask 255.255.
Router IP 10.90.

Host ID 84CDO03
Ethernet address 0:14:4f:CD:3

12 ae 58 7b 58 78 c9 98 81 80 €0 80 b1 7d 0276 71

# sf 84cd03  31.08.2012 30.11.2012 # iccwinramstein

s ”f B [P e S S {,
_Usernames

— ! 4fICCws‘ Ll
EEPROM Vegas
LDAP proxy password icc_ldap

GEHE!

Y
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GEHEIM ‘ )
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default user passwo_rd

123icc

admin icc_admin
icc icc_icc
oracle icc_oracle
oracle sys manager10
oracle TNS manager10
niris icc niris
NIRIS WAN GUI niris

Bei der NATO : offen
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Tomcat admin

tomcat admin

Oracle C2Admin

oracle c2admin

Tomcat icclink_admin

tomcat link

Keystore password

tomcat certificate

Key Password

tomcat certificate

NC3A Admin User

nc3a admin

ICC-Z 8 2. 0#2377Q§#2967173

ICC Cllent Llcense

Network adaptor config-

|
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ICC

Tomcat

oracle

oracle 10g sys

oracle 10g TNS

|COSI

Usernames

SOFTWARE

123icc

IcC

NIRIS

FAST

JTS

-|nlICCLink

Tomcat

JCHAT

JAVA

Scrpts

NIC configuration:

1GB Full. Duplex

Bei der NATO : offen
Bei der deutschen Justiz:
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amtlich geheimgehalter

Exceed

DHS Air C2IS Files worth keeping: Exceed Port activation files

NATO Time Server sync

NTP time server setup

DHS Air C2IS Files worth keeping: TOP-
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ICC

Tomcat

oracle

oracle 10g sys

oracle 10g TNS

|COSI

Usernames

SOFTWARE _

123icc

|ICC

NIRIS

FAST

JTS

-|nICCLink

Tomcat

JCHAT

JAVA

Sclfipts

NIC configuration:

1GB Full. Duplex

Bei der NATO : offen

Bei der deutschen Justiz:
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Exceed

DHS Air C2IS Files worth keeping: Exceed Port activation files

NATO Time Server sync

DHS Air C2IS Files worth keeping: TOP-NTP time server setup
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